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What are EFTs? RSM
An electronic funds transfer (EFT) is the electronic transfer of money
over an online network. They are a part of our daily lives due to their
ease and speed. Here are some of the most popular EFT services in the E BANKING PAYMENT
us:

+ Zelle — Used for peer-to-peer payments or to registered businesses.
ned by seven of U.S. largest banks (BoA, BB&T, Capital One,
JPMorgan Chase, PNC, U.S. Bank, and Wells Fargo). Linked directly
into your bank account which increases payment speed, which is
convenient, but also means fraudulent payments happen instantly.

+ Venmo — used for peer-to-peer as well as to verified business. Owned
by Paypal and links to debit or credit card for payments. Funds are

held in cloud and can be accessed by Venmo Debit card until
deposited into an account

+ Cashapp — peer-to-peer payment service owned by Square Inc. Allows
investing and early paycheck access. Allows customers to use a
physical cash card for ATM withdrawals. Links to debit card for
deposits into bank accounts.
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EFT Fraud

As the use of EFTs has increased, the opportunities for scammers and
fraudsters to steal money has increased as well. Within this area, scams
usually fall into two groups:

Fraud
+ Phishing/Account takeover through stealing login information. St

+ Soliciting payments from verified users.

There is still a lot of discussion around who faces the monetary losses
for these fraudulent activities. It differs for each scheme, but many banks
and payment services claim zero responsibility due to customers
authorizing these transactions. Who ultimately pays for the fraudulent
activity depends on the transaction, bank fraud policies and payment
service.

The next few slides we will discuss these scams further, and how they
are being combatted.
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EFT Phishing Scams RSM
There are thousands of attempted EFT scams daily. The majority of these scams are phishing scams via text, email,

and calls to get account information. Once the victim's login information is compromised, the scammer will send
money to themselves. These scams may look like the following:

« As you are a long-time user of Venmo, you have been selected to take a $100 paid survey at this link.

« This s Zelle technical support, your account is suspended due to too many false password attempts. Please reset
your password here with this link

« PayPal Fraud Alert - Please sign in here to confirm identity.

EFT services have begun to utilize Two-Factor Authentication, issued warnings of common schemes to their users,
created fraud alert texts, and developed training sessions to help prevent phishing fraud

Please see real examples of EFT phishing attempts on the next slide:




EFT Phishing Scams Examples

AWAITING TRACKING INFORMATION s
venmo
Daar @username,
purchase. These
number. is provided
you
<@

‘Venmo Deposit Confirmation. $100
please confirm larm.com/
12971P

Paypal
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EFT Request Scams RSM
There are also several EFT scams which are more strait forward and are designed to trick
victims into sending money to fraudsters account. These scams differ from phishing scams as
they do not steal any private information or access the victim’s account. These scams are
popular on online marketplace, dating and social media sites where the victim cannot verify the
scammer’s identity.

Three common examples of these are
«  Online sellers of goods who are not registered businesses and are requesting payment via
EFT prior to sending goods.
«  Someone pretending to be a friend or relative and requesting money from you for
emergency, typically targets elderly family members.
* Romance Scams — while more elaborate and take time, these scams will result with a
request for money to “buy a ticket to see them.”
To combat these scams, online merchants have informed users on these tactics, bankers have
been trained to identify these scams, and EFT services have created controls for verifying the
phone number of EFT recipients prior to sending money.
o —
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COVID-19 & CARES
ACT SCAMS AND
FRAUD
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CARES Act Fraud

The Coronavirus Aid, Relief, and Economic Security Act (CARES Act) was signed into
law on March 27, 2020, for the purpose of aiding U.S. citizens and businesses during the

Pandemic. U , Fraudsters found ways to ind abuse

the bill for their benefit.

In May 17,2021, the Department of Justice established the COVID-19 Fraud

Enforcement Task Force to combat and prevent pandemic-related fraud. Since its S A
founding, the task force has charged over a hundred defendants with fraud surrounding

to several aspects of coronavirus relief. These fraud schemes include the following:
« Stimulus Payment Fraud

+ Unemployment Benefits Fraud

SBA Loan Fraud including Paycheck Protection Program (PPP) loans and Economic
Injury Disaster loans (EIDLs)

Healthcare Benefits Fraud
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Stimulus Payment Fraud RSM
Throughout the past two years U.S citizens meeting specific criteria received up to three

economic impact payment stimulus checks. Additionally, in 2021, eligible parents received

monthly stimulus checks for up to $300 per child (a policy which may reappear in 2022

through the Family Security Act). These payments were distributed either check or direct

deposit if direct deposit was utilized on the individuals most recent tax return. Several

fraud schemes have occurred within this area. See them below:

+ Telephone and robo-call the IRS requesting information
and requesting money from victims. These schemes may reference either real
(economic impact payments) or fake (federal student tax) payments and taxes to trick
victims into thinking they owe the IRS money and paying them

Fake letters from the scammers claiming to be the IRS demanding payments to
locations/businesses that are not the IRS.

Phishing and malware via text and email to trick taxpayers into thinking these are official
communications from the IRS. These schemes typically target taxpayers to input

personal information, such as SSN, DOB, address which scammers then use for more
elaborate schemes.

The most common phishing scam seen was the “Update your IRS e-file” scam which
brought victims to a website identical to the IRS's site and made victims complete forms
collecting their PII




Stimulus Fraud Examples

COVID-19 Relief Update
12/22[2020: Congress has
iion USD

‘government stimulus package
for COVID relief. What s n t for
youTim?

Tim, you are receiving this
message because your tax
records indicate annual
‘earmings less than $75,000 and

U.S. TREASURY CHECK
SECURITY FEATURES

i St Ty

unemployment benefit of $300
for 11 weeks. Access benefis

here: hOs6Lcom/GGES up
10520 000 per household
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Unemployment Benefits Fraud

Unemployment benefits fraud is a form of identity theft and has been one of the
most popular schemes throughout the pandemic, accounting for over $1 billion of
fraudulent benefits payments from July 2020 — June 2021. Most victims of this
scheme are not aware they are a victim until either alerted by the IRS or their
employer. The process follows these steps:

« Fraudster accesses victim's Pll (either through phishing scheme, purchasing from
the dark web, etc.)

Fraudster applies for unemployment as the victim and sends the unemployment
checks to themselves.

Victim is either alerted via their employer or by the IRS upon receipt of a form
1099-G

Victim reports fraud to the IRS and the payments are stopped

Luckily, victims of this scheme will not owe taxes on these fraudulent funds if they
follow all necessary steps to report the fraud to the IRS, but victims will know that
their PII has been compromised. The DOJ has also warned of fraudsters creating
fake unemployment benefit and state workforce agency sites to trick people into
entering PIl which can be used for identity theft.

RSM

IRS

How to Identify Unemployment Fraud
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PREVENTING UNEMPLOYMENT FRAUD
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SBA Loan Fraud
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Since the enactment of the CARES Act, over $800 billion in loans have been provided

by the government to aid small businesses. This has led to an increase in both

fraudulent applications (estimates of 15% of false loans accounting for $76 billion in

fraudulent activity) and scammers targeting small business owners with false loan

information/opportunities to steal Pl

Regarding loan forgiveness, the SBA partnered with financial institutions to process

PPP loans and disperse funds to borrowers, with then reimbursed lenders for each loan
processed. Lenders were responsible for performing a good faith review of all loan

applications which involved collecting all required documents (payroll reports, tax forms,
IDs, etc.) and providing the information and loan calculation to the SBA. The SBA has
identified hundreds of false loans during their audit of these loans and expects to
uncover hundreds more,

Outside of applying for fraudulent loans, fraudsters have begun contacting small
businesses via email or phone to steal PIl and either apply for PP loans dispersed to
them or use this Pl for other identity theft schemes. Phishing schemes have greatly
increased since the pandemic and coronavirus aid has been one of the most popular
routes taken in these schemes.

US. Small Business
Administration
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SBA Loan Fraud RSM

PPP ENFORCEMENT
SCHEME BASICS
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Healthcare Benefits Fraud RSM

Outside of lending, fraudsters have utilized new healthcare policies
- == Protect Yourself

for several schemes. These schemes are targeting both government 1

funds and consumers for gaining illicit funds.

/ AVOID COVID-19
Vaccine Scams

Government funding schemes include offering false tests/vaccines

Y s COVID-15 vaccine distrbution begins,
and running unauthorized expensive tests on Medicare beneficiaries hereare signs of potential scams:
for Medicare claims 1 Yo r sk 1o pay out o ocket 0 get thevacie.
B You ar sk 1o pay ot yourname o  vacine
Schemes on consumers involve: i ot go uysces
' Advertsements for vaccines through socalmedi
« Selling false covid tests, vaccine and protective gear that is not sl“;;z"“"‘:;mw:m::"‘ ol o
approved by the FDA

8 Marketers offering to sel or ship doses of the vaccine
False vaccine/testing sites which collect PlI to then utilize for payment.

other scams
Phishing texts, emails and calls regarding COVID testing to

1fyou blevs you havebeen the victim of
receive Pll. L o ey o

W Protect Yourset Do not give out your persona nformation
10 unknown sources,

- HHS-00GHotine: 1-000.HHS-TPS | s b go
81 Motine 1.800-CALL 181 0 90w
 CMS/MedioreHotine:1-300-MEDICARE




Healthcare Benefits Fraud (continued) RSM

COVID-19 SCAMS INCLUDE:

TOP 5 COVID-19
MS

SCA|

2021 National COVID-19 Health Care Fraud
TAKEDOWN BY THE NUMBERS

A gimpgrn SO s 1
‘Source: DOJ and HHS-0IG
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DIGITAL ASSETS
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Digital Assets & Cryptocurrencies RSM

What is a digital Asset?

Adigital asset is anything that exists in a digital format and comes with the right to use. This includes any data, image,
file, document, video, etc. that is owned digitally. This includes NFTs

What is a crypto currency?

Acryptocurrency, crypto-currency, or crypto is a digital currency designed to work as a medium of exchange through a
computer network that is not reliant on any central authority, such as a government or bank, to uphold or maintain
Each cryptocurrency is unique and impossible to counterfeit as its i is stored within the public

ledger.

v

ethereum

What is a Digital Asset?

Marketing

Images Video DesignFies  Documents POFs Presentations Marketiog

Content Assets
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What is an NFT? RSM
Non-Fungible Tokens (NFTs) are digital assets which are “tokenized”
to create a unique digital certificate of ownership on the blockchain.
NFTs are artwork (music, videos, photos, etc.) no tangible form of their
own. Because they are not tangible, the purchasing and selling of
NFTs surrounds the rights of the artwork and ot the physical art
Because the popularity of NFTs has grown so quickly in such a new
space, there have been several fraud issues and risks

Like the art market, the biggest fraud risk surround NFTs deals with
their value. Because it is impossible to state the true value of an NFT,
they are being sold for whatever someone is willing to pay for them,
and the prices range from pennies to millions of dollars.

. —
NFT Money Laundering RSM
The subjective nature of NFTs has led to massive exposure to money laundering, especially since most NFTs are

purchased with anonymous crypto currencies. The NFT money laundering process would generally follow these
steps:

+ You have $X amount of ilegal money. You use a third-party account to purchase crypto currency with this money.
* You create an NFT and list It for sale at $X amount.

* You purchase your NFT from your third-party account and convert the crypto currency into USD citing that it was
from the sale of digital art.

Collection of e ‘ Layering Integration

Dirty Money

system. Onshore Banks Investments.
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NFT Fraud

Apopular fraud scheme within the NFT space are “rugpulls”
which consist of a fraudster creating a fake NFT collection
which they advertise and make false promises (such as the
NFT will unlock certain features, triple in value, free future
NFTs, etc.) only to run off once they have sold the fake
collection. There are also several phishing scams and account
access scams within this area to steal crypto currencies and
NFTs from virtual wallets.

Since strong regulations, especially KYC regulations, on NFT @
exchanges has not been released yet, it is recommended that
banks do not become involved in this activity. Updating KYC

checklists/risk rating and screening for key words in transitions
is the best first-line defense as we wait for solid regulations.
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Cryptocurrency Fraud RSM

Just like with NFTs, rugpulls are very common within the cryptocurrency
market due to the volatile nature of most coins. A recent example of a
rugpull dealt with SSQUID coin which had no true ties to the Netflix
show, Squid game, but jumped from one penny to above $2,800.00
only to have the price free-fall to pennies minutes later. The scammer

within this scheme earned over $2 million with the victims suffering Cryptocu rrency Fraud

heavy losses.

Rug pull schemers generally recruit and pay social media influencers to
promote the coin and spam online forums to raise the value of coins.
involved within these schemes. The SEC fined DJ Khaled and Floyd
Mayweather for failing to disclose payments received for promoting an
initial coin offering.

Intial Coin
Account Takeover  Mining Fraud

These schemes also work best with lesser known and cheaper d Offering Froud

currencies. Given the cost and popularity of common cryptocurrencies i . .

like Bitcoin and Ether, itis unlikely that schemers would target these Crntent st o acking [——

currencies.
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Cryptocurrency Fraud (continued) RSM

Other common crypto related crimes include:

Market manipulation such as spoofing, front running, and churning. This involves mass movements of currencies
to inflate/deflate values of specific coins to influence trader’s decisions.

Initial Coin Offering (ICO) scams. ICOs are very similar to IPOs, but due to the lack of cryptocurrency regulations,
these scams can leave potential investors handing over money for a fake coin.

Virtual Wallet Theft. The crypto space is no stranger to hacking, phishing and other schemes to hack into victim's
virtual wallets and liquidate their coins/NFTs into their own wallets.

Traditional money laundering and terrorism proliferation through weak regulatory standards within this area.
Stealth crypto mining which acts a trojan virus that takes over victim's computers and mines crypto currencies in
the background while the victim is unaware

In order to help protect customers from these schemes, banks should limit the coins and exchanges that customers
can trade to help prevent customers from becoming fraud victims. Additionally, banks should increase KYC standards
for customers engaging in this activity.
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Eight Popular Crypto Scams RSM
8 TYPES OF CRYPTOCURRENCY FRAUD AND SCAMS

Yy




RECENT TRENDS &
CONCLUSION
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Recent News — Canadian Emergencies Act

In February 2022, the Canadian Government invoked the Emergencies Act and
expanded AML Rules to crowd funding sites and payment service providers (PSPS).
Payment service providers are defined by fhe Retail Payments Actyiies Act as 'an
individual or entity that performs payment functions as 4 service or business activity
that is not incidental to another service or business activity.”

Under the Emergencies Act, these entities were required to immediately cease the
following activity for all designated persons participating in prohibited public assembly,
entering Canada or traveling to an area with intent to participate in prohibited
assembly, or facilitating assembly in any way:

dealing in any property, wherever situated, that is owned, held or controlled, directly

or indirectly, by a designated person or by a person acting on behalf of or at the
direction of that designated person;

facilitating any transaction related to the above;

making available any property, including funds or virtual currency, to or for the
benefit of a designated person or to a person acting on behalf of or at the direction
of a designated person; o

providing any financial o related services to or for the benefit of any designated
person or acquire any such services from or for the benefit of any such person or
entity.

Given that this was one of the first targeted regulations for payment services within
the CFT area, we may expect expansion within US regulations to target domestic
{error groups. Especially aiven that FInCEN stated targeting ingregse of domestic
terrorism as one of its AMLICFT priorities within its Jufie 30th, 2021, release.
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Russian Sanctions & Evasion

Following Russia's invasion of Ukraine in February 2022, the United States
Department of the Treasury released Directive 1A under Executive Order 14024
with the intent of, “Blocking property with respect to specified harmful foreign
activities of the government of the Russian Federation.” This directive prohibits
all U.S. financial institutions from the following activities:

(1) as of June 14, 2021, participation in the primary market for ruble or non-
ruble denominated bonds issued after June 14, 2021 by the Central Bank of
the Russian Federation, the National Wealth Fund of the Russian Federation,
or the Ministry of Finance of the Russian Federation;

* (2) as of June 14, 2021, lending ruble or non-ruble denominated funds to the

Central Bank of the Russian Federation, the National Wealth Fund of the
Russian Federation, or the Ministry of Finance of the Russian Federation; and

(3) as of March 1, 2022, participation in the secondary market for ruble or
non-ruble denominated bonds ssued after March 1, 2022 by the Central
Bank of the Russian Federation, the National Wealth Fund of the Russian
Federation, or the Ministry of Finance of the Russian Federation

Additionally, more sanctions have been placed on Russia including the Office of
Foreign Assets Control adding Russian & Belarusian individuals, entities,
vessels, and financial institution to the OFAC SDN and NS-MBS lists, Russia
being removed from SWIFT, and the U.S. barring the import of Russian crude
oil

RSM
FINTRAC \’r
CANAFE

RSM
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Russian Sanctions & Evasion (continued)

FinCEN released an alert on March 7, 2022 addressing
potential Russian & Belarusian sanctions evasion attempts
and how to identify them. The evasion attempts are grouped
within the following categories:

+ Attempts via the U.S. Financial System

+ Evasion using crypto & virtual currency (CVC)

+ Ransomware attacks & other cybercrime

This alert also details how to address Russian sanctions
within:

+ SAR Reporting — Addition of key term “FIN-2022-
RUSSIASANCTIONS' within SAR field 2
+ Information Sharing ~ stressing upon 314(b)

+ Customer Due Diligence — Increased importance on senior
political figures, private banking accounts and
correspondent accounts.
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Sanctions Red Flags

FinCEN released these 13 red flags for identifying sanctions evasion:

Use o corp legalentit legal arrange
to obscure () ownership, i) source of funds, o i) countrie involved, partcularly

sanctioned jursdictions.

Use of shel ol wire transte suspicious.

institutions injursdictions distine from company registration

sons List
Use o third partiestoshicld the identit of sanctioned persons and/or PEPs sceking to hide

Jurisdictions previously associated with Russian financial lows that are identiied as having 3

etable ecent incsesm e CovtRey Ormations respective blockchains or further obfuscate the ransaction.

P Nl b acuns that aimpt 0 send o v fnds o snctioned
institution o an institution removed from the Society for Worldwide Interbank Financal

B A costomer e  rasfroffnds nvolinga CYC miin i
Telocommunication (SWIFT), A customer has cither director inds

Non-routine forcign exchange transactions that may indirectly involve sanctioned Russian blockehain tracing software as related to ransomware

financial insitutions, including transactions that ar inconsistent with actvity over the p
12 months. For example,the Central Bank of the Russian Federation may seck to use iy

and to cbfuscate
tsinvolvement,
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P defciencies” and comprehensively sanctioned jurisdictions; r IP
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P
off the platform. This may be indicative of atempts to break the chain of custody on the

i transaction exposure identified by
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Common Trend - PHISHING

A common trend throughout each section was the
involvement in phishing activity.

Criminals will use any current event as a creative method
for phishing. The chart on the right shows the explosion of
growth since the pandemic began.

How do we combat? :
Training is the most important tool in preventing phishing!

100% of phishing attacks can be prevented with proper

training on how to identify these attacks. oo
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